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SETUP GUIDE FOR SALESFORCE AS IdP
STEP 1: Log into salesforce and go to Setup.

STEP 2: From the left pane, select App Setup » Create » Apps
STEP 3: Under Connected Apps, select New

STEP 4: Enter Connected App Name, APl Name and Contact Email

Basic Information

Connected App Name l
AP| Name '

Contact Email l
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nfo URL

Descriplion

v API (Enable OAuth Settings)

Enable CAuth Settingw

v Web App Settings

Stast URE

Enabie SAML

STEP 5: Under Web App Settings, check the Enable SAML checkbox and enter the following values:

Entity ID SP-EntityID / Issuer from Step1 of the plugin under Configure IDP Tab.

ACS URL ACS (AssertionConsumerService) URL from Step1 of the plugin under Configure IDP Tab.
Subject Type Username

Name ID Format urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

v Web App Settings

Start URL

Enable SAMI v

Subject Type | Usemname v

Name 1D Format | ym oasis names.tc. SAML 1 1.nameid-format unspecified v
msuer

Verity Reqguest Signatures

Encrypt SAML Response
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STEP 6:

Now from left pane, under Administration Setup, select Manage Apps » Connected Apps
Click on the App you just created.
Under Manage Profiles, Select the profiles you want to give access to login through this app.

STEP 7:

e Under SAML Login Information, click on Download Metadata.

¢ Open the downloaded file in some browser like chrome, firefox, IE

e Search for "ds:X509Certificate" tab and copy the entire string under this tag. String would be like this:
"Mil...."

o Keep this certificate value handy for next steps

SAML Login Information
View and download SAML endpeint metadata for your organization, communities, or custom domains.

Your Organization | Download Metadata ‘
IdP-Initiated Login URL

SP-Initiated POST Endpoint
SP-Initiated Redirect Endpoint

Metadata Discovery Endpoint i

STEP 8:

In miniOrange SAML plugin, go to Configure SP tab. Enter the following values:

IDP Entity ID: https://<your domain>.my.salesforce.com

Single Sign On URL: https://<your domain>.my.salesforce.com /idp/endpoint/HttpRedirect
Single Logout URL: ttps://<your domain>.my.salesforce.com /

X.509 Certificate: Paste the certificate value you copied from the Metadata file.

STEP 9:

In miniOrange SAML plugin, go to Attribute Mapping tab. Enter the following values:

Username: Name of the username attribute from IDP (Keep NamelD by default)
Email: Name of the email attribute from IDP (Keep NamelD by default)
FirstName: Name of the firstname attribute from IDP

LastName: Name of the lastname attribute from IDP



https://amcguinness-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
https://amcguinness-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
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Account = Configure IDP | Configure SP | Attribute Mapping = Role Mapping = Sign In Settings =~ Certificates =~ Support

Attribute Mapping

+
Username: username

Enter the Attribute Name that contains Confluence Username. Use NamelD if Username is in Subject element.
Email” | NamelD
Enter the Aftribute Mame that contains Email. Use Namel!D if Email is in Subject element.
Full Name Attribute:
Enter the Attribute Name that contains Full Name.

Separate Name (Select this if your IDP is sending First name and Last name as separate attributes.)
Attributes:

First Name:

Enter the Attribute Name that contains First Name.

Last Name:

Enter the Aftribute Name that contains Last Mame.

STEP 10:
Go to Role Mapping tab. Enter the following values:
e Role Mapping: Name of the Role attribute from IDP
You can check the Test Configuration Results to get a better idea as to which values to map here.
Under the Role Mapping Section configure which GROUP value coming in the SAML response needs to be

mapped to which role. The Group value coming in the SAML response will be mapped to the Role assigned
here and the user will be assigned that role.
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Account =~ Configure IDP Configure SP | Aftribute Mapping = Role Mapping = Sign In Settings =~ Certificates = Support

Role Mapping

Role Attribute:

Enter the Attribute Name that contains Roles ofthe User.

Create Users: If checked, Users will be created only if roles are mapped.

. - * o
Default Group: conflugnce-administrators v

Select Default Group to assign to new Users.

confluence-
administrators:

confluence-users:

Note: Enter semi-colon separated list of role values in the textbox.

STEP 11:

Go to Sign In Settings tab. Enable auto-redirect to IDP using Disable Confluence login option.

Account | Configure IDP = Configure SP = Aftribute Mapping = Role Mapping = Sign In Settings = Certificates = Support

Sign In Settings

Login Button Text" | Use Corporate Login
Disable Confluence
login:

Enab|e batkdoor: L4 USE Hffﬁ.’fx’-‘oC&-‘.”JOSE.‘SGQTﬂOg-‘.’J.aCIu'OH?Saf?’.‘-'_SSO=|‘=au'SE.'
For administrative tasks use htip#localhost 8091/authenticate. action?sam!_sso=false




