
 
SETUP GUIDE FOR OKTA AS IdP 

STEP 1: 

 Log into Okta and create a new SAML 2.0 application 

 

 



 

 

STEP 2: 

 In General Settings, enter App Name and click Next. 

 In SAML Settings, enter the following: 

Single Sign On URL ACS (Assertion Consumer Service) URL from Step1 of the plugin under Configure IDP 
Tab. 

Audience URI(SP Entity ID) SP-EntityID / Issuer from Step1 of the plugin under Configure IDP Tab. 

Default Relay State Default Relay State from Step1 of the plugin under Configure IDP Tab. 

Name ID Format Email Address 

Application Username Okta username 

 



 

 

STEP 3: 

 After creating and configuring the app go to the People tab. 

 Here we select the people you want to give access to login through this app. Assign this to the people 
you would to give access to. 

STEP 4:  

 After assigning the people to your app go to Sign On tab. 

 Click on view setup instructions to get the SAML Login URL (Single Sign on URL), Single Logout URL, 

IDP Entity ID and X.509 Certificate. 



 

 

STEP 5:  

In miniOrange SAML plugin, go to Configure SP tab. Enter the following values: 

 IDP Entity ID:    Identity Provider Issuer from Okta Setup Instructions 

 Single Sign On URL:  Identity Provider Single Sign-On URL from Okta Setup Instructions 

 Single Logout URL:  Identity Provider Single Logout URL from Okta Setup Instructions 

 X.509 Certificate:   X.509 Certifiacate from Okta Setup Instructions 
 

STEP 6: 

In miniOrange SAML plugin, go to Attribute Mapping tab. Enter the following values: 

 Username:    Name of the username attribute from IDP (Keep NameID by default) 

 Email:   Name of the email attribute from IDP (Keep NameID by default) 

 FirstName: Name of the firstname attribute from IDP

 LastName:  Name of the lastname attribute from IDP
 



 




STEP 7: 
 
Go to Role Mapping tab. Enter the following values: 
 

 Role Mapping:     Name of the Role attribute from IDP
 
You can check the Test Configuration Results to get a better idea as to which values to map here. 
 
Under the Role Mapping Section configure which GROUP value coming in the SAML response needs to be 
mapped to which role. The Group value coming in the SAML response will be mapped to the Role assigned 
here and the user will be assigned that role. 
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STEP 8: 
 
Go to Sign In Settings tab. Enable auto-redirect to IDP using Disable Confluence login option. 
 

 
 


