STEP 1:
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SETUP GUIDE FOR JBOSS KEYCLOAK AS IdP

e In your Keycloak admin console, select the realm that you want to use.
e From left menu, select Clients.

e Create a new client/application.

e Configure the following:

The SP-EntityID / Issuer from the step 1 of the plugin under Configure IDP

Client ID
tab.
Name Provide a name for this client (Eg. Confluence)
Description Provide a description (Eg. Confluence site)
Enabled ON
Client Protocol SAML
Include AuthnStatement | ON
Sign Documents ON
Sign Assertions ON
Signature Algorithm RSA_SHA256
Canonicalization Method | EXCLUSIVE
Force Name ID Format ON
Name ID Format Email

Root URL

The ACS (Assertion Consumer Service) URLfrom the step 1 of the plugin
under Configure IDP tab.

Valid Redirect URIs

The ACS (Assertion Consumer Service) URL from the step 1 of the plugin
under Configure IDP tab.

e Under Fine Grain SAML Endpoint Configuration, configure the following:

Binding URL

Assertion Consumer Service POST

The ACS (Assertion Consumer Service) URL from the step 1 of
the plugin under Configure IDP tab.

Logout Service Redirect Binding URL

The Single Logout URL from the step 1 of the plugin under
Configure IDP tab.

e Click on Save.
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Go to, http://<YOUR_DOMAIN>/auth/realms/{YOUR_REALM}/protocol/saml/descriptor. This will

open an XML in the browser.

Go to Configure SP Tab in miniOrange SAML Plugin and enter the following details:

IDP Entity ID

Search for entityID. Enter it's value in this textbox.

Single Sign On URL

Search for singleSignonService

Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" Enter the Location value in the textbox.

Single Logout URL

Identity Provider Logout URL from Identity Provider Info in your
Centrify SAML APP

X.509 Certificate*

Enter the X509Certificate tag value in this textbox.

or xmlns

="urn:ocasis:names:tc:SAML:2.@:metadata"” xmlnsids="http://www.w3.org/2000/89/xmldsigs"

-iostancen Name="yrp:kevclo
Sesefau:ﬂfrealmsfcemo":i

v <IDPSS50Descr:
protocolSu
v<NameIDFcrmat

urn:oasis:names:tc
</NameIDFormat>
v <NameIDFormat>
urn:oasis:names:tc
</MameIDFormat>
v <NameIDFormat>
urn:oasis:names:tc
</NameIDFormat>
v <NameIDFormat>
urn:oasis:names:tc
</NameIDFormat>

>

ignOnService Binding="urn:oasis:names:

true
‘names:tc:SAML:2.9:protocel™>
:SAML:2.9:nameid-format:persistent
:SAML:2.0:nameid-format:transient

:SAML:1.1:nameid-format:unspecified

:SAML:1.1:nameid-format:emailAddress

:SAML:2.8:bindings:HTTP-POST"
protocol/samans>

indings:HTTP-Redirect”
aml"/>

ING1Ngs: Al 1P-P0ST
protocol/saml"/>

s igaXsgacertificate
lHIIC1ICCAX8CBgFRbBKASTANngqhKiG9MOBAQSFADAPMQOhCNYDVQQDDARkZHlvHB4XDTEIHTIWNDA4PWCXHFOXDTIIHTIWME
</051g:Ro0glertaricatey

SData>
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In miniOrange SAML plugin, go to Attribute Mapping tab. Enter the following values:

e Username: Name of the username attribute from IDP (Keep NamelD by default)
e Email: Name of the email attribute from IDP (Keep NamelD by default)

e FirstName: Name of the firstname attribute from IDP

e LastName: Name of the lastname attribute from IDP

Account =~ Configure IDP |~ Configure SP | Attribute Mapping | Role Mapping = Sign In Seftings ~ Certificates

Attribute Mapping

*
Username: username

Enter the Attribute Name that contains Confluence Username. Use NamelD if Username is in Subject element.

Lk

Email: | NamelD
Enter the Aftribute Mame that contains Email. Use Namel!D if Email is in Subject element.
Full Name Attribute:

Enter the Attribute Name that contains Full Name.

Separate Name (Select this if your IDP is sending First name and Last name as separate attributes.)
Aftributes:

First Name:
Enter the Attribute Name that contains First Name.

Last Name:

Enter the Aftribute Name that contains Last Mame.

Support

STEP 4:
Go to Role Mapping tab. Enter the following values:
¢ Role Mapping: Name of the Role attribute from IDP

You can check the Test Configuration Results to get a better idea as to which values to map here.

Under the Role Mapping Section configure which GROUP value coming in the SAML response needs to be
mapped to which role. The Group value coming in the SAML response will be mapped to the Role assigned

here and the user will be assigned that role.
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Account | Configure IDP | Configure SP = Atftribute Mapping Role Mapping | Sign In Settings | Certificates | Support

Role Mapping

Role Aftribute: Enter the Role attribute name

Enter the Aftribute Name that contains Roles ofthe User.
Create UUsers: If checked, Users will be created only if roles are mapped.
Default Grmup:* confluence-administrators v

Select Default Group to assign to new Users.

confluence-
administrators:

confluence-users:

Note: Enter semi-colon separated list of role values in the textbox.

STEP 5:

Go to Sign In Settings tab. Enable auto-redirect to IDP using Disable Confluence login option.

Account  Configure IDP | Configure SP | Attribute Mapping ~ Role Mapping ~ Sign In Settings | Certificates  Support

Sign In Settings

Login Button Text”" | Use Corporate Login

Disable Confluence %

login:

Enable backdoor- ® Use htfpocalhost:80914ogin.action?sam|_sso=false
For administrative tasks use htip:#localiost: 8091/authenticate. action?sam/_sso=false




